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CorVel Secure Messaging protects sensitive information sent outside of the
CorVel network and provides compliance with industry regulations such as the
Health Insurance Portability and Accountability Act (HIPAA).

Email Notification

Messages sent outside the CorVel Network are encrypted and stored on a
secure server. Recipients are notified that a secure message is available for
retrieval.

To retrieve the message, click the link in the body of the email or open the
SecureMessageAtt.html attachment.

[%] cLOSE <No Subject>

+ Sent By: "Tammy DeVries" <Tammy_DeVries@Corvel.com> On:Aug 08/08M12 5:04 PM

To:
LF_JSECLI'EVE&&EQE—'.[[ html {12.9 KB) Downlocadl Remove
i CoRVEL Secured

N

This is a secure, encrypted message.

Click herepwithin 14 days of receiving the message. Or after that, open
the attachment.

More Info

Disclaimer: This emsil and its content are confidentisl and intended solehy for the use of the
sddresses. Fleass notify the sendsr if you have received this email in error or simphy delets it

Sacured by Proofpoint Encryption, Copyright © 2008-2012 Proofpoint, Inc. All rights resarved.
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Create a Password

The first time you retrieve an encrypted message from CorVel's secure
messaging setrvice, you are prompted to register and create a password.

* Encrypted Email Registration

Registration

CorVEL Secured

Email Address:

First Name: | |

Last Name: | |

Password: | |

Confirm Password: | |

- % Continue I

1. The Email Address the encrypted message was sent to appears at the top
of the form.

Enter your First Name and Last Name in the spaces provided

Enter a password of your choice in the Password and Confirm Password
spaces according to the following rules:

Paz=zwaord Policy X

! Passwords must be 7-20 characters long.

! At least one digit (0-9) iz reguired.

! At least one symbeol character is reguired.

& “our username may not appear in the password.

4. Click Continue to save your password and open your encrypted message.

CORVEL
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Retrieve Encrypted Messages

Once registered, follow these steps to retrieve encrypted message contents.
1. Click the link or attachment in the notification message.

é Warning
Do not delete the notification message until decryption is complete and
you have read the message.

2. Your web browser opens a Login screen.

» Encrypted Email Login

Login

e CoRVEL Secured

Log in to read your secure message.

Email Address:

Password: |

g)".\"-} Forgot Password [ #» Continue ]

3. Enter your Password and click Continue.

4. Your secure message opens.

> https://corvelsecured.corvel.com/securereader/r...

CoRVEL Secured

4a Reply 4 Reply Al & Forward e Help l '{;J Logout I

From: Tammy_DeVries@Corvel.com Sent:  Wednesday, August 05, 2012 5:04:47 PM

To:
Ce:
Subject:  =no subjects
2 Digital Signature is WVALID

Send an email to an external address with [ppsecuretest] in the subject line (yes with the brackets)
and it will be routed via the new system.

Tammy DeVries | Documentation & Training Specialist
CorVel Corporation | Corporate Data Center

601 S f Suite 1400 | Portland, OR 97204
T503 222 54

tammy_devries@corvel.com | www.corvel.com

**Confidentiality Motice: Thiz e-mail communication and any attachments may contain confidential and privileged information for the use
of the designated recipientz named above. Any unauthorized review, use, disclosure or distribution is prohibited.
If you are not the intended recipient, please contact the sender by reply email and delete the original message and destroy all copies.

Powered by Proofpoint Encryption™
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Retrieve Encrypted Messages (Continued)

5. You can Reply, Reply All, or Forward the message.

6. Click Help to view instructions about managing the message.
7. Click Log Out to leave the secure messaging system.

* Legged Out

Logged QOut

“ou are now logged out and can close this browser window.

Reset Your Password

If you forget your CorVel Secure Mail password, you can reset it from the Login
screen.

1. Click the link or attachment in the notification message.
2. Click Forgot Password on the Login screen.

# Encrypted Email Login

Login

N CoRrVEL Secured

Log in to read your secure message.

Email Address:

[,_f‘:‘]_, Forgot Password ] 3 Continue

3. A notice appears indicating reset instructions have been sent to your
email account.

* Password Reset Request Sent

Password Reset Request Sent

A password reset message was sent to your email address. Please click the
link in that message to reset your pazsword.

If you do not receive the password rezet message within a few moments,
please check your spam folder or other fitering tools.

CORVEL
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Reset Your Password (Continued)

4. Look for a message sent from proofpoint-pps@corvel.com

y New ~ J’} Get External Mail = <= Reply < :Replyto All = Forward ﬁ Delete L Move _d Spam =] Print =

=

[%] cLosE  Proofpoint Encryption Password Reset

* Sent By: proofpoint-ppsi@corvel.com OnzAug 08/08/12 825 PM
To:

This is the URL to reset your password. Please click the following link to reset your password to read a secure
message: https://corvelsecured.corvel.com/securereader/activate;jsessionid=319CE24541CTFBCF34E988D188T7FE8733?
brand=6d9%bddS&sreset=true. Note: This URL will only work once and will expire in 30 minutes.

5. When you click the link in the email, a screen opens in your browser.

» Enter New Password

Enter New Password

CoRVEL Secured

Enter a new password.

Email Address:

New pazsword: | |

Confirm password: | |

% Cancel I % Continue l

6. Enter a new password in the New password and Confirm password
spaces according to the following rules:

Passzword Policy

! Passwords must be 7-20 characters long.

! At least one digit (0-9) is reguired.

! At least one symbol character iz reguired.
& “our uzername may not appear in the password.

7. Click Continue to save your new password.

CORVEL
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